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International trade diversion is one of the most sophisticated methods of laundering large amounts of money. Unlike other techniques, trade diversion relies upon “hiding in plain sight”—large transactions are disguised as legitimate, using well-known and respected firms to accomplish the transfer. While international diversion is more commonly used by transnational organized crime, it is also well suited to fund terrorist activities. Not only is trade diversion difficult to detect, it is also versatile in that it can allow funds to remain in numerous countries (including the United States) without serious inquiry by the authorities. Trade diversion, therefore, has serious implications for terrorist financing in that it enables terrorist groups to successfully raise and hide funds while evading government scrutiny. As will be discussed, terrorists have already used trade diversion for money laundering. 

The threat for terrorist financing is not only theoretical, but has been extensively discussed in the State Department’s annual International Narcotics Control Strategy Report (INCSR). According to the INCSR, “Trade-based value transfer is prevalent in many parts of the world that are vulnerable to terrorist financing. At present, it is impossible for law enforcement and customs to interdict all suspect transactions in this underworld of trade.”
 The INCSR goes on to observe that “[T]errorist financiers are increasingly likely to use fraudulent trade-based practices in international commerce to launder, earn, move and integrate funds and assets. US Customs officials define trade-based money laundering as the use of trade to legitimize, conceal, transfer and convert large quantities of illicit cash into less conspicuous assets or commodities. In turn, the tangible assets or value are transferred worldwide without being subject to financial transparency laws and regulations.”

The 2005 INCSR reiterated this warning by noting, “Trade-based money laundering is used by organized crime groups and, increasingly, by terrorist financiers as well. This method involves the use of commodities, false invoicing, and other trade manipulation to move funds.”
  Since it is so sophisticated, the number of people who are actually masters of the technique is fairly limited. These individuals, however, move millions of dollars every day in international commerce, largely undetected. 

How It Works

Diversion schemes are extremely varied, but most tend to rely on a system of arbitrage. Since most consumer goods vary in price from market to market, large amounts of cash can be generated by diverting these products from low-price to high-priced countries. To accomplish this, diverters often create shell companies to affect the transfer, but are usually careful to give these entities the trappings of legitimacy. 

For a diversion scheme to work, the perpetrators must first acquire easily sold merchandise at prices far below that for which they can be purchased in Western markets. This can involve ordinary commercial fraud, but has numerous variants. 

For example, the “U-Boat” diversion involves a foreign “buyer” (our diverter) approaching a US manufacturer with a large order. When asked where the goods are destined, the buyer indicates a market that is underserved by the manufacturer. When the deal goes through, several things may happen: 

1. The goods may wind up in a prohibited destination or sold to a prohibited party;
 
2.  The goods may be diverted and sold in the country of origin;

3. The products may be transferred to a third-country market in competition with legitimate products the manufacturer is already selling in that country. The reason this particular scheme is called a “U-Boat” scam is that the goods are frequently transshipped via an intermediary location (e.g., Rotterdam) before they reach their intended destination. They are “stripped and stuffed”—loaded from one shipping container to another—and re-shipped back to the country of origin, oftentimes a developed country like the United States. Upon entering the US, for instance, the goods do not require tariffs to be paid since US law provides “duty free” treatment for “US goods returned.”

The goods are then distributed in the market indicated by the buyer.
This technique succeeds because consumer products have become important commodities in international markets. Famous brands such as Kraft, Coca Cola, Gillette, and even pet food such as Alpo are sought in markets throughout the world. This reality has engendered a thriving arbitrage trade in which branded goods flow from low-priced to high-priced markets. Thus, when a large US company offers goods in foreign markets at lower prices than those same goods would be offered in the “home market,” “reverse trade” flourishes. 

Differing prices are caused by a variety of factors, including exchange rates and tax policies. Just as often, however, the manufacturer is responsible for the discrepancy, as it may lower prices to achieve market share in a foreign country. In other cases, the offshore buyer will demand discounts from usual US wholesale because it does not receive the advantage of the imbedded costs of advertising, inventory control, etc. Whatever the reason, ultimately international trade in branded goods is highly vulnerable to manipulation by sophisticated money launderers and illicit financiers.
 
In the U-Boat transaction described in number 3, the putative foreign buyer almost always has a confederate located in the United States. This confederate—whether a co-conspirator or an arms-length dealer—accepts the goods when they re-enter the United States and arranges for their ultimate sale. When the goods are sold, the US confederate retains a percentage of the proceeds and sends the balance of the funds back to the offshore buyer. 

This technique has the dual advantage of laundering money by creating a legitimate pedigree for the funds and of actually making a profit on the transaction. The transfer of funds need not be to an offshore account, but may be retained in the US for financing other activities, including the funding of terrorist groups already there. 

There are dozens of trading companies in Canada, the UK, Switzerland, 

Singapore, Dubai, and elsewhere that specialize in this type of transaction. This type of fraud generally involves large amounts of product, rarely less than $100,000 and more often in the millions. Fraud can go undetected for months and can ruin marketing plans and profits for the US exporter. 

Diversion in the US Market

Some manufacturers intend to distribute their products in limited domestic markets. Examples include manufacturers of professional hair care and beauty products, which intend their products only for salon use and sale, or other manufacturers who intend their products to be sold only by select full-service retailers. Product diversion severely disrupts the channels of distribution established by manufacturers and authorized distributors. Because the products usually cannot be obtained outside of the authorized distribution channels through any legitimate means, diverted products are often acquired by deception and fraud. Discount and warehouse retailers, supermarket chains, and drug store outlets have handled diverted merchandise, so they can profit from the efforts of the manufacturers and authorized distributors to develop and support the market for their products. 

It is often difficult to differentiate goods acquired in the gray market from those sold through legitimate transactions. This is especially true in the case of pharmaceuticals, where major wholesalers purchase a vast majority of their inventory from manufacturers but supplement their bottom lines by buying heavily discounted identical goods on the gray market. 
This is a fairly common activity among supermarkets and variety stores and is not illegal. Frequently, supermarkets overstock goods that they then sell to competitors at a slight discount from wholesale. This saves inventory costs and allows the goods to be sold prior to the expiration date. A supermarket may in fact consciously order more goods than it can foreseeably sell at retail to take advantage of regional or seasonal discounts offered by manufacturers. This practice, of course, horrifies manufacturers, but is very difficult to detect. Further, the legal remedies are slim. It is highly unlikely that the manufacturer will retaliate by refusing to sell to its best customers. 

Usually, diversion of this type is done on a business-to-business (B2B) basis, where the seller is transferring the goods directly to another retailer. In some cases, however, even large chains will purchase goods at below manufacturer’s wholesale from the huge gray market “facilitators” such as Quality King (QK). This company is one of dozens that acquire and resell goods almost wholly on the gray market. QK has over $2 billion in annual sales, almost all of which goes to legitimate retailers. One of the problems in frequenting the gray market, however, is that QK and their peers are sometimes less than punctilious about the sources of their acquisition. Counterfeit and even stolen goods often find their way into this supply chain. One large retailer found that it was actually buying back goods stolen from its own stores when dealing with a major diversion “facilitator.” These goods were stolen by a group of “boosters” that was subsequently shown to have ties to Middle Eastern terrorist groups. 

 


“Boosting” as a Component of Diversion

Organized theft rings in the United States cause more monetary damage than any other type of crime affecting retailers. So-called “booster rings” prey upon retailers across the nation. These groups of coordinated shoplifters steal millions of dollars of consumer products every day. Most often targeted are high-value, low-bulk items such as OTC pharmaceuticals, spices, infant formula, condoms, film, and computer hardware. 

Unlike many other thieves, “boosters” offer their stolen property through many of the same channels used by diverters who use fraud rather than theft to acquire their inventory. Organized “booster rings” with links to Middle East terrorist groups operate in several states, including Michigan, Texas, New York, and Florida. In Detroit, for example, some of the rings are fully integrated. That is, both the ringleaders of the theft crews and the fences are members of the Chaldean community, which has been implicated in several money-laundering cases where the funds allegedly found their way to groups identified as “terrorist” by the US government.
 

In 2002, for example, federal authorities investigated more than 500 Muslim and Arab small businesses across the United States to determine whether they are dispatching money raised through criminal activity in the United States to terrorist groups overseas. The investigation into Arab businesses, many of them convenience stores, was launched after 11 September, when law enforcement agents stepped up scrutiny of small-scale scams that they believed were generating tens of millions of dollars a year for militant groups. The criminal activity included skimming the profits of drug sales, stealing and reselling baby formula, illegally redeeming huge quantities of grocery coupons, collecting fraudulent welfare payments, swiping credit card numbers, and hawking unlicensed t-shirts. Investigators suspect that some of the money has gone to Palestinian groups that use suicide bombings to kill Israeli civilians, including the Islamic Resistance Movement and the Popular Front for the Liberation of Palestine.

Booster rings with ties to suspected terrorist organizations were especially active in targeting branded infant formula between 1997 and 2000. At least three independent groups were active throughout the South and Southwest in repackaging boosted product. The fruits of this scheme disappeared into accounts located in Egypt and have never been fully accounted for. 

Repackaging infant formula, incidentally, was a very poor idea. The federal government did not spare the horses in tracking down the perpetrators. Infant formula is an iconic product in the United States, and those who tamper with these goods are not appreciated.
 

Smuggling and Diversion

Smuggling, by definition, involves the transport of contraband goods. “Contraband” includes legitimate products that are restricted or taxed differently in the target market than in the home market. This is especially true for goods such as tobacco and liquor. Tobacco, for example, is taxed at substantially higher rates in some states than in others. In the high-tax jurisdictions, this situation has bred a substantial gray market in cigarettes that is filled by both diverted goods and products physically smuggled by politically motivated individuals as well as by organized criminal enterprises. 

Cigarette diversion often involves the purchase of tax-free products ostensibly destined for offshore distribution, but re-introduced into the US under the regulatory radar. Until four years ago, such re-importation was actually legal, as far as the federal government was concerned.
 Of course, the federal government did not condone the tax evasion component, which such diversion generally involved. 

Smuggling follows the same pattern, using many of the same outlets and personnel as diversion fraud schemes. For example, a group of residents of North Carolina (where cigarette taxes are low) conspired with a diversion ring in Michigan to transport truckloads of tobacco products to the Detroit area. The goods supplemented other gray market sources for cheap smokes. Portions of the proceeds from these operations were then transferred to Hezbollah.
 In an earlier case in 2002, two brothers, Mohamad and Chawki Hammoud, made large purchases of cigarettes in North Carolina and then shipped them to Michigan, where they were resold at a profit of 70 cents a pack. Mohamad Hammoud had a close relationship with Ayatollah Mohammed Hussein Fadlallah, spiritual leader of Hezbollah. Trial evidence included a receipt from Fadlallah to Mohamad Hammoud for $1,300 he wired to Hezbollah and a photo of Mohamad at age 15 holding an assault rifle at a Hezbollah site in Lebanon. In June 2002, the Hammouds were convicted in federal court of running a cigarette smuggling operation, and Mohamad Hammoud was convicted of funneling money to Hezbollah. The ring, which sold $7.5 million in cigarettes, also arranged for the delivery of military equipment such as mine detection gear, blasting equipment, and night-vision goggles to Hezbollah.

Because tobacco and liquor distribution is strictly regulated, disposition of diverted and smuggled goods in these categories often follows slightly different routes than other types of consumer products. It is sometimes difficult for diverters and smugglers to sell their goods to “legitimate” diversion fences, so “dark gray” wholesalers (who also handle stolen goods) and even retailers are often enlisted as outlets.
 [footnote defining the dark and gray markets is missing] In the case of the above-noted cigarettes, for example, the conspirators enlisted numerous convenience stores in the Detroit area as outlets for their goods. 

Product Counterfeiting and Diversion 

Product counterfeiting is a common component of diversion schemes. For example, every single one of the 65 cases investigated by the FDA Office of Criminal Investigation in the past four years involving counterfeit drugs that have found their way to legitimate US pharmacy shelves via the diversion pipeline. The FDA is so concerned about terrorists using diversion as a method by which to introduce dangerous drugs into the US market that it formed special task forces in 2003 to investigate this threat.9 

There is no question that the US drug distribution chain is vulnerable to infiltration by counterfeit medications. It is also understood that diversion is the favored means of doing so. Finally, it is clear that terrorist groups have used diversion as a means to raise (and launder) money. What has not been conclusively demonstrated to date, however, is that terrorists have actually used their diversion skills to insert bogus medications into the United States.10 All of the counterfeit pharmaceutical cases that have been prosecuted to date have involved diversion, but none have been definitively linked with terrorists. It has been tempting to conclude that terrorists would find drug diversion an attractive target, and the Food and Drug Administration takes this threat seriously. In 2003, the FDA formed task forces on both Pharmaceutical and Food surety, which filed reports late that year. The reports concluded that although there had been no confirmed terrorist participation in the dozens of instances to date, the US drug distribution network was indeed vulnerable to this sort of scheme. The fact that terrorists have not yet been found to enter this criminal enterprise does not mean that they have not done so—only that they have not been detected.

Counterfeiting per se has long been a favored activity of terrorist groups and their sympathizers in the United States, and it could be persuasively argued that this is always an adjunct of diversion in that these goods are almost always smuggled merchandise. 

Sampling Diversion

Many companies provide products for promotional purposes at low or no cost. Often, these goods are acquired under false pretenses and sold to diversion “facilitators” or directly to retail outlets. Although sampling scams are a well known “niche crime” in the United States, they have not yet been definitively linked with persons involved with terrorist funding operations. 

Charity Fraud

One of the major sources of diverted goods is an array of “charity fraud” schemes that operate internationally. One of the most common of these scams is for a seemingly legitimate charity to solicit goods from well-known manufacturers. This is particularly common in the health care field. The alleged charities claim that they plan to distribute donated (or below-wholesale priced) products to deserving victims overseas. In many cases, a portion of the donated products will indeed be provided to sufferers, but a major portion of the goods are re-introduced into high-price markets via the standard “diversion facilitators” mentioned previously. 

This particular scheme is particularly prevalent in Africa and in regions suffering either from pandemic diseases or from natural disasters. Pharmaceutical companies have been defrauded of hundreds of millions of dollars from these schemes, especially with the provision of HIV/AIDS medications. In a single case in 2002, government officials in a West African country who were complicit with the diversion scheme cheated one pharmaceutical manufacturer of almost $18 million in less than a year.
 Only a portion of the proceeds of that scam has been recovered. 

Even charities that do not resell items have had duplicitous dealings with donors. In some cases, “charities” have approached donors for humanitarian goods allegedly destined for such clearly benign causes as schools, hospitals, and refugee camps, only to convert donations into materiel for armed terrorist groups. This has been particularly the case in the West Bank and Gaza. 

Although the United States and several foreign governments have identified numerous suspect “charities,” both political and practical problems have largely thwarted these efforts. It is often difficult to isolate the “charitable” functions of a group from other activities. Hamas (among others) has a well-deserved reputation for providing succor for victims of the occupation, but also conducts armed resistance against Israel. Further, charities often (rightly) claim that the products donated by well-meaning Western companies and individuals do not serve the immediate needs of the victims, who sell these goods to raise money for purchasing more sorely needed products. The most obvious way to do this is by dumping the unneeded goods on the gray market, which is always willing to accept below-wholesale products. Even the best-run charities (such as the Red Cross/Red Crescent) with no known association with terrorist activities have engaged in this practice. In fact, the Red Cross actively discourages donations of products by either individuals or companies and routinely disposes of unnecessary goods as quickly as possible to raise funds for more efficient distribution of relief to affected victims.

Laundering the Proceeds of a Diversion Transaction

As noted above, the first critical step in any diversion scheme is to acquire products cheaply and sell them dearly. This is standard arbitrage, but with the added element of fraud at the inception of the transaction. Nevertheless, this fraud is not immediately apparent to the seller, who often acts as a facilitator for the more elegant part of the transaction—laundering the cash. 

In a standard “U-Boat” scam described previously, the manufacturer in the developed world—for instance, the US—is actually paid for the goods at the outset. If the manufacturer is sophisticated in international trade (as most are), he or she will insist that payment be made by irrevocable Letter of Credit (L/C) or its equivalent. This means that the perpetrators of the scheme must have relations with well-known overseas banks that can issue a L/C acceptable to the seller. This is an essential element in the more complex schemes. 

Establishing credit is fairly easy with many of the most respectable banks if a substantial deposit accompanies it. These deposits can often be arranged with a satisfactory explanation that the seller will not accept a L/C from another bank (e.g., a Cypriot account). The account in the reputable bank is generally established in the name of a trading company or other such nominee domiciled in the country of the bank itself. In most European countries, establishing a local trading company is straightforward. All that is needed is a pliant collaborator like an attorney specialized in such matters. These are often called “brass plaque” or shell companies and are almost always properly registered. The shell trading company can receive cash from a suspect bank, but uses these funds to establish the account with a Blue Chip bank in a Western country. 

Sometimes, there is a “cut-out” trading company—one to receive the funds from abroad, and another to establish a trading account with the legitimate bank. These companies can have cross-signatures so that the shift from one company to another can be difficult to detect. The transfer is carried on the books of the two companies as an internal transfer, and the bank itself may be unaware of the shift if the diversion broker has set up the scheme with the slight of hand for which many are famous. 

Once the deposit is made, an L/C can be arranged for almost any sum that is less than the amount in the account. 

When the original order for goods is placed (i.e., in the “U-boat example”), the buyer will request a “pro-forma invoice” listing the quantity and quality of the goods, as well as the total price. The buyer then instructs its bank to open a Letter of Credit in favor of the seller in that amount. The buyer’s bank then notifies the seller’s bank (i.e., a reputable bank located in the United States) of the open L/C in the seller’s favor. The seller’s bank confirms the L/C with its customer. The seller then ships the goods in conformity with the terms of the Letter of Credit and presents its bank with supporting documentation (e.g., Bills of Lading, Manifests, etc.). The seller’s bank then notifies the buyer’s bank, requesting payment of the L/C. This payment is made and is credited to the seller’s account.

Note that the above transaction is the most common method by which legitimate international sales are commonly made. The transactions are, of course, reported to the monetary authorities of the respective banks’ countries, and are undoubtedly detected by other governmental agencies (e.g. FinCEN). Such detection, however, is not of concern to the conspirators. After all, if questioned, all of the parties can confirm that the payment was made for the purpose of paying for the shipment of perfectly legitimate merchandise in a standard wholesale transaction. Further, the paperwork for this transaction is in full conformity with both international agreements and national law. 

Once the foreign “shell” has diverted the goods, the ultimate buyer of the goods must pay them. In this event, the US confederate of the foreign diverter merely wires the funds to the offshore bank account of the diverter (i.e., the same one which set up the original Letter of Credit). Generally, the funds thus transmitted will be in excess of what was originally paid from that company. This final transaction is also “in the clear.” That is, it is likely to be detected by monetary authorities, and will be reported as required by law. If questions arise, the transaction is again correctly described as payment for legitimate product.

Although these procedures may appear cumbersome, they are altogether routine in international commerce. All that need be done to transform a legitimate commercial transaction into a money laundering mechanism is “hidden in plain sight.” 

There are numerous variations of this scenario, including the falsification of shipping documentation (especially Bills of Lading) to save shipping costs, but the most careful diverters do not deign to engage in this sort of thing. The beauty of a well-executed diversion transaction is that very few laws are actually broken. Those that are (e.g., wire fraud) are extremely difficult to detect and the likelihood of prosecution low.

Ostensible “Trading Companies” in the Middle East (especially in Dubai and Lebanon) have raised diversion to a subtle art. The sources of their initial funds are often unknown, and the return funds disappear without a trace once repatriated. It is certain that Saddam Hussein’s regime used diversion via trading firms in Jebel Ali, but rarely with the intent of profiting directly thereby. It was merely a simple tool to evade sanctions imposed by the United Nations, and it worked wonderfully. 

In other cases, however, the mechanisms described above have been used by much more shadowy organizations. In the Middle East, these primarily consist of groups that do not wish to be identified, including several on the OFAC list of prohibited parties. For example, the Saddam Hussein regime used  Al-Bashair Trading Company, which was the largest of Iraq's arms procurement front companies, to engage in a range of sanctions busting and corruption schemes. Al-Bashair reported directly to the Organization of Military Industrialization, which was responsible for Iraq's military procurement programs and was headed by former Deputy Prime Minister Abd-al-Tawab Mullah Huwaysh. Huwaysh has been named by the UN as a senior official of the former Iraq regime on the list established pursuant to UNSCR 1483.

Documents removed from Al-Bashair's headquarters describe a variety of deals involving sham contracts, kickbacks, falsified export documentation, and money laundering designed to deceive UN inspectors and deliver, among other things, missile components, surveillance equipment, and tank barrels to the former Iraqi regime. The company also allegedly helped senior officials of the former regime launder and hide Iraqi government funds.

Operations

As can be seen from the above description, international diversion schemes can be extremely complicated. This is not a technique commonly used by amateurs—or, for that matter, even terrorist or organized crime networks. Most commercial diversion operations are actually set up and managed by specialists who act as brokers on behalf of such groups.  These brokers are experts in commercial logistics as well as the intricacies of international financial transactions.

There are only a few truly great diversion brokers in the world. They infrequently handle goods themselves, and their names rarely appear on any financial documents. Like Black Market Peso Exchange brokers, diversion brokers do not often finance their own transactions, but “place” funds for others. A good broker can:

· Set up shell companies in “safe” countries (e.g., Switzerland);

· Establish bank accounts;

· Arrange shipping logistics;

· Find US confederates in “U-boat” transactions;

· Locate pliant freight forwarders who will ask few questions about the nature of a transaction;

· Identify “diversion facilitators” who will accept the diverted goods;

· “Paper” a transaction with legitimate documentation;

· Take out Letters of Credit and confirmations;

· Monitor the entire transaction from initial order through repatriation of the funds.

Diversion brokers work on a commission basis—generally in the 5-7% range, but

sometimes lower, depending upon the size of the transaction. The commission is generally paid upon the successful completion of the transaction, but they are often “fronted” expenses (e.g., for shipping costs or establishment of shells) from the inception. 

Although most brokers reside overseas, especially in the United Kingdom, France, Switzerland, and the United Arab Emirates, several are located in the United States (they favor Miami, New York, and Southern California). By and large, diversion brokers are well educated, worldly, and have clean criminal records. 

Although most expert brokers are extremely inventive and change the details of their schemes frequently, many have adopted modus operandi that are recognizable “signatures.” Some diversion brokers have been so successful that they actually trade on their own behalf. That is, they do not need a patron, but finance million-dollar deals themselves. The most skilled brokers can accomplish this by “pre-cooking” deals whereby they persuade a buyer to guarantee payment even before the goods are acquired. Using this guarantee, they can often get friendly bankers to lend sufficient cash to cover a Letter of Credit. This, however, is an exception that demonstrates the rule. Most diversion brokers would rather have someone else’s money in play rather than their own. 

In less sophisticated operations, diverters may rely upon the simple skills of a commodities broker. These individuals, while necessary to a diversion transaction, do not actually manage the deals. They merely place goods that have been acquired by offshore companies. There are thousands of commodities brokers around the world—a few hundred of which have sales exceeding $100 million. They are located in many countries, and can “deal” goods wherever located. Although commodities brokers (as the name implies) generally handle such goods as wheat, cement, urea, and petroleum, many will place internationally famous brands in wholesale quantities that have acquired “commodity” status of their own (e.g., branded apparel, packaged food, cigarettes, etc.).

When dealing through a commodities broker, diverters are merely trying to dump product that they have fraudulently acquired. Commodities brokers’ commissions are generally less than that of full-service diversion brokers, because inventory costs and the speed with which goods are placed can reduce overall profits to the diversion plotters. Dealing through commodities brokers, however, has the advantage of disguising the conspiracy itself, since the broker is rarely part of any underhanded transaction, but is merely arranging for the goods to be sold. The mere identification of a commodities broker in a transaction does not do much to unravel the entire scheme. Thus, brokers (especially in Singapore, the UAE, India, and Malta) can operate with relative impunity, secure in their lack of knowledge about exactly how the goods they are placing have been acquired. 

Commodities brokers even advertise on specialized websites known as Trade Bulletin Boards (TBBs). There are around 30 major TBBs and 400 to 500 more specialized sites. Unlike auction sites such as eBay, TBBs offer wholesale quantities of “commodity” consumer goods to all comers. Prices are negotiable. The sales terms are generally standard (i.e., Confirmed L/C, fob port). They are not usually involved in any “aftermarket” exchange of funds. They take payment, deduct their commission, and pass along the balance to the seller. The final arrangements for the shipment are made between the buyer and seller; the broker rarely has anything to do with this part of the transaction. 

The relative anonymity of deals arranged by commodities brokers offers obvious benefits to a seller interested only in laundering cash, but does not provide much opportunity for profit unless the spread between the initial cost of the goods and the ultimate selling price is substantial (20 percent or more). 

These deals have the downside, however, of being relatively easy to detect. Although it is possible for commodities brokers to short-circuit TBBs by maintaining “favored customer” lists to whom offers are emailed rather than being publicly posted, once a commodities broker is identified as dealing in diverted goods, they are (or should be) “on the radar” for anti-diversion specialists. Diverters themselves know the identity of major commodities brokers who will place large quantities of goods and offer favored brokers large quantities of product if the broker has a proven track record. These brokers act as wholesale pawnshops where few questions are asked. Classic “diversion brokers,” on the other hand, are more akin to private bankers who know their customers well, have personal contacts with buyers, and are discreet to a fault. 

Terrorist groups have used both types of brokers in the past decade, but tend to favor commodities brokers over the more sophisticated diversion brokers.

 There are several explanations for this. One reason may be that many specialist diversion brokers are Jewish. While there are numerous examples of Jewish diversion brokers handling deals for world-class crooks (including suspected narcotics dealers), there may be some reticence (either on the part of the broker or the “placer”) to use a Jewish “fixer” to launder cash for groups like Hamas. Rather, the reason might be the relative secrecy of a transaction placed through a commodities broker. This method is much more “survivable” in the event that the broker is compromised. Like the BMPE, the arrest of a single component does not necessarily result in the dismantling of the entire enterprise. 

Unlike organized criminal groups, terrorist groups appear less concerned about maximizing profits than they are about risking compromising the money laundering associated with diversion operations. This, of course, is speculation in that the alternative (i.e., using a specialized “diversion broker”) is extremely safe, but finding a suitable broker is somewhat difficult. 

Following are examples of currently available legal means to deal with diversion.  

1. Counterfeiting and diversion are both subject to federal and state law. Counterfeiting usually constitutes a violation of the manufacturer’s Intellectual Property Rights. Diversion often involves a fraud scheme that may give a manufacturer the right to collect damages for breach of contract and lead to criminal prosecution of the diverter.

2. The most common civil remedy against diverters is an action based on trademark infringement. Infringement actions, however, tend to work much better in counterfeit cases than in diversion. It is almost always preferable to bring lawsuits alleging civil fraud if the facts so warrant. 

3. The most common criminal charges are mail and wire fraud. In a great number of cases the diverter makes false statements about the destination of the goods. In some cases, the RICO Act has also been used. Pharmaceutical diversion has become subject to recent legislation, notably 18 USC 1365, which makes tampering with and mislabeling of consumer products unlawful.

4. Although there are laws that affect specific types of goods (e.g., prescription pharmaceuticals), there is no general prohibition of diversion in either federal or state statutes. In many cases of diversion, however, the perpetrators rely upon deception to accomplish their objectives or commit other offenses that constitute a criminal enterprise. There have been several attempts at the federal level to criminalize activities such as “decoding” products (i.e., removing manufacturers’ product codes so as to make product tracing impossible), these attempts have not been successful to date. There are, however, several state laws that in some cases can address the decoding problem. Notwithstanding the lack of federal legislation on the decoding issue, there have been numerous cases in which diverters have been found guilty of criminal activity or civil fraud. 

5. The federal government, of course, can prosecute diversion cases using an entire quiver of charges if they are so inclined. False Statements to a Federal Official, Wire Fraud, Mail Fraud, and Money Laundering are often the “hook” that is used.
 Underlying these charges, of course, are the even more serious allegations of supporting terrorist organizations, TWEA, and a host of others.
 

Penetrating a Diversion Scheme

Law enforcement has traditionally been reluctant even to investigate diversion schemes. This is understandable. These schemes almost always involve commercial fraud, and the “victims” are generally well-heeled multinational companies with vast resources of their own. Further, the victims have often been paid at least a nominal amount for their goods, so the controversy often appears to be a mere contract dispute. Finally, many multinational companies are at least partially at fault for failing to protect themselves from scoundrels in the marketplace. In some cases, it could be argued that the companies have even been complicit in their own victimization by actually seeking out questionable characters to open new markets. This is compounded by the perverse incentives many companies have adopted which encourage sales representatives to move product. Those within the company regard any questions about the integrity of an account as a threat to sales commissions. 

Another reason for the dearth of criminal proceedings is the relative complexity of the cases and the difficulty in obtaining evidence. Many of the activities in diversion schemes take place overseas where US law enforcement is at a significant disadvantage. Further, although criminal conduct of some kind is almost always present (at least wire fraud), the underlying nature of additional crimes is usually obscure. As can be seen from the explanations above, diversion can be used both to raise money and to launder it. It is very difficult to tell exactly who is behind the plots when they are first discovered. Diversion is often used by organized crime (especially Russian), narcotics dealers (Central Asian, Southeast Asian, and South American), and terrorist funding organizations. There are also large freelance operations with no known relationship with any of these groups. Law enforcement prefers to know their target, even when criminal activity is evident. 

Law enforcement also has difficulty in sorting data in diversion cases. The financial transactions are cleverly camouflaged as legitimate. Discerning transactions motivated by fraud or “cleaning” operations is tedious and often unproductive. 

Prosecutors do not favor diversion matters since they rarely have much “jury appeal” and consume substantial investigative resources. These are not “low hanging fruit” cases, and they are routinely ignored by even the most zealous prosecutors (such as those in Miami) who have hundreds of “emergency” cases involving violent crime or massive narcotics trafficking, which are much easier to prove. Juries often have trouble differentiating a diversion case involving money laundering from a commercial contract gone bad. In fact, most prosecutors will only take these cases where there is substantial evidence of other, “sexier” crimes. 

Notwithstanding the reluctance of law enforcement to investigate these cases, there have been notable prosecutions. The most numerous of these have involved other threats represented by the diversion activity, especially threats to public health. As noted above, targeting infant formula and pharmaceuticals were especially poor choices by diverters. However, the most vigorous enforcement has taken place where the diverters have gotten greedy and “salted” diverted shipments with counterfeit goods.
 

There have only been a few “pure” federal cases brought against diverters where no public safety issues were involved.
 Even these, however, have been justified on the basis that either the government itself had been defrauded or that public health could have been endangered. There have been no cases brought in the past decade where the principal charge was money laundering. This latter count has, of course, been added to several criminal indictments, but generally as an “enhancement” to the primary charges. 

The chances of apprehension and prosecution are so low and the penalties so light that diverters have every incentive to continue their operations.

For law enforcement to actually penetrate a diversion web, they would not only have to devote substantial resources, but more importantly, understand how the systems work and cooperate with different agencies with disparate knowledge bases. 

Conclusion

There are indications of actual and, more importantly, increased potential use of trade diversion as a method of raising funds for terrorist groups. Given the noted vulnerabilities, the existence of the know-how for trade diversion in conflict-rich regions and the large transaction volume of international trade, this is a modus operandi that policymakers need to be familiar with and pay close attention to. The current regulatory and enforcement environment, however, neglects this type of misconduct, thereby posing significant risks to US security and economic interests. 

The policy implications outlined below are consistent with the arguments set out in other chapters of this book. As collaboration between criminal and terrorist groups raise concerns (Williams), so must trade diversion be included in the list of offenses more thoroughly scrutinized.  Trade in specific commodities (Passas and Jones) is indeed non-transparent and enables the commission of serious crimes supportive of terrorist groups. The financial controls against terrorism should not focus exclusively on some areas, such as informal value transfers and money service businesses (Passas and Maimbo; Langford), but also on trade in an effort to anticipate, detect and stop attempts by terrorist groups or their supporters to take advantage of this modus operandi.

Some practical recommendations and steps that can be taken in the short and medium term are the following:

US Goods Returned

The Customs Service verifies many goods declared as “U.S Goods Returned” to assure that no dutiable goods are disguised as domestic products. Customs already has electronic records of these entries, so it can determine which US importers are handling goods that they clearly did not manufacture. With some exceptions (e.g., pharmaceuticals), this is not illegal, but having a database of known importers of consumer goods that are made in the United States would at least narrow the suspects for subsequent investigation. Many US importers of these goods are known diverters. To the extent that they are complicit with foreign conspirators, investigators already have immediate access to these records. The Customs records will also reveal the identity of the foreign shipper of the products. This can be particularly valuable, if investigators then present this information to victims, asking for any information on the subject.

Tracking payments to offshore trading companies

While FinCEN and other government agencies track trillions of financial transactions every day, their biggest challenge is to identify suspect transactions. In diversion cases, the incoming transfer to a reputable US manufacturer is unlikely to be particularly revealing—at least at the onset of an investigation. More interesting would be the outgoing payment for goods later sold in the United States. This payment is often made by a co-conspirator of the offshore diverter. Sometimes, it is made by the same person or entity that acted as the importer of record for the “US Goods Returned.” In other cases, it can be a company located in the United States. The destination of these funds can often be revealing. Even when it is made to a reputable international bank (as is usually the case), the underlying transaction is rarely revealed. Small companies that send millions of dollars to shell companies abroad are particularly suspicious. Often, the offshore firm then transmits the funds to other entities located in third countries. It is at this point where the link can sometimes be made with terrorist funding operations. 

Establish working relationships with victims of diversion
Large US manufacturers are victimized daily by diversion schemes. Many of these companies have staff, who monitor suspicious sales and are knowledgeable about currently operating diverters nationally and internationally. Unfortunately, the “NIH Syndrome” (Not Invented Here) seems to pervade many federal law enforcement agencies. Suspicious activity is well known to victims of diversion—it merely requires someone to ask for it. Most victims are unaware of precisely who is profiting from a diversion scheme. They generally only know that a particular account is involved in the plot. They have neither the means nor the inclination to find out who is directly profiting. Their goal is to stop the losses to their company. It is only when they can actually seize goods or identify an entity that is not “judgment proof” in the US that they are interested in pursuing the matter further. Law enforcement, however, can take these cases for their own purposes. Using the information provided by the victim, they can follow the money trail to the real perpetrators and their sources of funding. This is where terrorism links may emerge.

Law enforcement has been reluctant to use this resource. Since companies generally do not know the full cast of conspirators in any given scheme, many of the suspects appear involved in nothing more than commercial fraud with no connection to terrorism or organized crime. When, however, law enforcement can identify companies that have aroused suspicion, US manufacturers can often provide a wealth of data, including original documentation. In these cases, the companies are usually anxious to cooperate with law enforcement, so none of the problems sometimes associated with getting companies to cough up documents are present. 

Note that data gleaned from victims of diversion may not always be accurate. Diversion plots almost always involve subterfuge, including falsified shipping documents, phony letterheads, aliases, “accommodation addresses,” and similar ploys. Nevertheless, having access to this material can lead to more questions about these transactions. The most skilled diversion brokers will use as many genuine documents and names as possible to avoid raising suspicions, but even they often resort to setting up new fronts using the same address once one of their shells has been detected.

Track TBBs

As explained above, commodities brokers actually advertise on the Internet through Trade Bulletin Boards. Although there are hundreds of these, US law enforcement can monitor their offerings. In fact, such monitoring is already being done in the private sector. There are several private databases with historical records of all major commodities brokers. Although it is difficult to match brokers with names gleaned from the US goods returned data (since they usually do not act as the exporter), matches can sometimes be made by comparison of volumes or weight. This technique has been successful in identifying numerous shipments of diverted goods over the years. Once a shipment is identified, reliance on the OASIS or PIERS system to cross-index the data is fairly straightforward.

Coordinate with other agencies

One of the major weaknesses in the US ability to recognize diversion transactions and who is behind them is lack of coordination among agencies. Customs has a wealth of information on cross-border trade and can isolate suspicious accounts with relative ease. However, they lack the ability to determine what happens in the financial chain. Working with FinCEN, OFAC, and the Justice Department, the combined resources of the federal government could make life extremely difficult for terrorist groups and other criminal groups that use this as a method of money laundering. Anti-diversion efforts will net all sorts of other scoundrels unrelated to terrorism, but this is a bonus.

It is evident that however skilled investigators may be, it is critical that the Justice Department make prosecution of these crimes a priority. US attorneys will simply refuse to prosecute these cases unless instructed to do so. Failure to follow up has already led to a relatively open door to terrorists and other antisocial elements to use diversion as the most sophisticated (and profitable) money-laundering tool available.

CASE STUDY





In April 2004, Mohammed Khalil Ghali was convicted on 15 counts of a superseding indictment that charged him with various federal felony violations relating to organized retail theft in north Texas. Six of Ghali's co-defendants pled guilty to conspiracy to commit offenses. Ghali was convicted on one count of conspiracy to commit offenses against the United States, one count of theft from an interstate shipment, three counts of interstate transportation of stolen property, nine counts of money laundering, and one count of conspiracy to commit money laundering (violations of 18 USC §371, 18 USC §659, 18 USC §2314, 18 USC §1956(a)(3)(A), and 18 USC §1956(h), respectively). Ghali faces a maximum sentence of 245 years imprisonment and a $3.75 million fine.





At trial, the government presented evidence that Ghali was the organizer and leader of the “Ghali” organization and controlled every aspect of its activities, and that the other seven defendants charged were members of his organization. From September 2001 through May 2003, Ghali directed members of his organization to purchase stolen property, which was held at various Fort Worth convenience stores by store owners/operators who served as “fences” for the Ghali organization. Ghali was the de facto owner or secret partner in several businesses, all of which were in the name of members of the Ghali organization or associates. The government presented evidence that Ghali orchestrated the shipment and distribution of the stolen property throughout the United States, and although he avoided directly dealing with thieves, he closely supervised and directed other members of his organization to conduct the activity, using them as a buffer to avoid detection by law enforcement authorities.





Ghali, his co-defendants, and their co-conspirators, including other owners and operators of convenience stores in and around Fort Worth, advertised by word of mouth that the Ghali organization would pay cash for certain property, including infant formula, pharmaceuticals, cigarettes, health and beauty aids, medicinal products, glucose test strips, nicotine gum and transdermal patches, and razors and razor blades. Encouraged by this, thieves would shoplift or steal up to $2,000 worth of property per day from retail stores and supermarkets. The defendants assisted some of the thieves by providing vehicles and, in the event thieves were arrested, the defendants even provided bail money. 





The defendants paid the thieves 30--50 percent of the average retail sales price of the stolen goods. The stolen property was then be collected and delivered to their warehouses where price tags and anti-theft devices were removed. The property was repackaged and placed on pallets for delivery to a common carrier for shipment throughout the United States. The operation also sold stolen infant formula to stores operating in Texas and Arizona under the WIC (Women, Infants, and Children) program, which provides free supplemental foods to meet specific nutritional needs of pregnant, postpartum, and breast-feeding women, and infants and children of low-income families determined to be “at nutritional risk.” Ghali also sold 1600 Viagra® sildenafil citrate tablets, which were taken in an $800,000 burglary of a warehouse in Grand Prairie, Texas, to a government confidential informant. The Viagra® tablets had been preordered by the Department of Veterans Affairs. The government also presented evidence that Ghali used the monetary proceeds of these activities to purchase residences using straw buyers.





The investigation began after 11 September 2001, when federal authorities received information from Muslim Americans and Arab sources that proceeds from a money laundering operation were being sent overseas, possibly to support terrorism. Law enforcement officials believe some of the proceeds were sent to the Middle East. According to investigators, “We have identified where some money has gone over to the Middle East, but [we] can't tell you how much money, and once it hits the West Bank, [we] can't tell you what happens to it. At this time, the Palestinian Authority has not been able to assist.” 





Millions of dollars were laundered by the Ghali organization over a two year period.  Since the public documents in this case do not cite terrorist groups as having received funds from this operation, the legally provable “money trail” was unavailable at the trial.    


See USDOJ Press Release 04/06/04  www.usdoj.gov/usao/txn  APRIL 6, 2004  











� Please see highlighted text in following case study box.  This claim does not appear to be supported by the statement.  Please rephrase.


�In the first paragraph of the example in this footnote, the numbers don’t quite add up.





� US Department of State, International Narcotics Control Strategy Report 2003, Bureau for International Narcotics and Law Enforcement Affairs, March 2004.


�  US Department of State, International Narcotics Control Strategy Report 2005, Bureau for International Narcotics and Law Enforcement Affairs, March 2005.


� The US government has outright prohibitions on trade with several countries (e.g., Cuba and North Korea) and severely restricts trade with several others (e.g., Burma, Sudan). Further, the US government lists numerous companies and individuals as “prohibited parties” or “specially designated nationals” because of their involvement in a wide variety of illegal activity, including terrorism and narcotics trafficking. These lists rarely identify money-laundering operations, per se, as “prohibited.”


� Harmonized Tariff System of the United States 19 CFR 1-199; HTSUS 9801.00. 


� In October 2003, Cincinnati police shut down a massive theft ring that fenced stolen goods through retailers, oppressed poor neighborhoods by gouging customers, and possibly sent at least $37 million to bank accounts in the Middle East. Nineteen people were arrested, five of the stores were padlocked, and a total of 23 people indicted on 105 charges, from receiving stolen property to money laundering and engaging in corrupt activity. Omran Saleh, a Palestinean immigrant, and other market owners made huge profits by paying people 5 to 10 cents on the dollar for stolen goods like Crest Whitestrips, over-the-counter painkillers, and cigarettes. Professional thieves also worked for the store owners, hijacking trucks filled with merchandise. Saleh was indicted on charges of tampering with records, money laundering, conspiracy, and engaging in a pattern of corrupt activity. Investigators found dozens of bank transactions for $9,995, just below the $10,000 that would trigger an automatic report to the government.


S. Coolidge and J. Prendergast, “Markets gouged the poor, laundered money,” The Cincinnati Enquirer, 3 October 2003.


� For example, Ali al Madi, who owned two mini-marts in Florida, was arrested by state officials in a sting in October 2001 on charges of dealing in stolen cigarettes and pharmaceuticals. He was arrested again early on July 31, 2002 by the South Florida Joint Terrorism Task Force for owning a shotgun with an obliterated serial number. See, for example, The Washington Post, 12 August 2002.


� In 1998, for example, a federal grand jury indicted four persons and three companies in an alleged multi-state conspiracy to sell baby formula packaged in cases bearing bogus expiration dates and designed to resemble original packaging. According to the indictment, Lexington Wholesale had “runners” across the country pay cash at grocery stores for baby formula on sale for below-cost prices. The companies named in the indictment would then repackage the several brands of formula to look new. They would then resell at a profit to grocery stores without disclosing that the formula had been repackaged or that they were not affiliated with the registered manufacturers. In 2000, four individuals were convicted of selling infant formula to wholesalers that had been stolen from retailer's shelves by shoplifters or that had been fraudulently obtained under government food assistance programs. The defendants repackaged the baby formula into counterfeit cardboard cases and trays that were made to look identical to the manufacturers' cartons. The defendants also counterfeited the trademarks of well-known brands such as Similac, Isomil, Enfamil, Nutramigen, Prosobee, Pregestimil, and Lactofree. 


 


Originally, fourteen defendants were charged in a 154-count indictment that was returned in February, 1999. Ten of the defendants pleaded guilty to various charges prior to trial. The four remaining defendants were Ibrahim Elsayed Hanafy, Adel Hisham Saadat, Mohamed M. Mokbel, and Samer Samad Quassas.





See US v. Hanafy et al. 302 F 3rd 485. The defendants were found guilty of money laundering, mislabeling, and trademark infringement. The US District Court, however, overturned the jury verdict.


� Until 2000, the Federal Trade Commission issued licenses for companies desiring to re-import previously exported cigarettes. This practice was halted as a result of anti-tobacco activists and a spate of lawsuits filed by tobacco companies.


� Recent cases in Illinois and Michigan demonstrate the ease with which such transfers can be made. In March 2004, police raided a seemingly small retail store in Detroit. Prosecutors alleged that the Chapel Market was in fact a major wholesaler and fence for stolen property which resold its goods into the wholesale gray market. Bernard Zeki Burris, Zeki Abdul Butris, and Karim Seiba were arrested on 31 counts of racketeering. They had laundered millions of dollars in merchandise through their operation in only three years. Similarly, the Central Grocery in Chicago was raided in December 2004. Its proprietor, Mahmoud Okab, and three others were arrested for massive money laundering through a “Mom & Pop” convenience store that was fencing over $50,000 each business day.





On 23 January 2003, a federal grand jury in Detroit indicted eleven people on charges of conspiracy to commit a pattern of racketeering activity. The indictment charged that the defendants agreed to participate in a criminal enterprise through a pattern of racketeering activity that included contraband cigarette trafficking, possession of counterfeit cigarette tax stamps, credit card fraud, money laundering, arson, and witness tampering. The indictment also charged Elias Mohamad Akhdar with an additional count of traveling between the states of Michigan and New York in aid of committing arson.





The indictment charged that the enterprise would obtain low-taxed or untaxed cigarettes in North Carolina and the Cattaraugus Indian Reservation in New York and bring them into Michigan for the purpose of evading Michigan cigarette taxes. In Michigan, cigarette taxes are $12.50 per carton. In North Carolina, cigarette taxes are 50 cents per carton. Cigarettes on the Cattaraugus Indian Reservation are untaxed. The enterprise sometimes used counterfeit tax stamps to make it appear that the Michigan taxes had been paid. The enterprise also used fraudulent credit cards to purchase contraband cigarettes. The indictment also charges that, as part of the enterprise’s pattern of racketeering activity, some members of the enterprise traveled from Michigan to New York in 2001 where they set fire to the Indian Express tobacco shop located on the Cattaraugus Indian Reservation after removing untaxed cigarettes from the store and sending them to Michigan to be resold.





See also Superceding Bill of Indictment Docket No 3:00CR 147-MU 03/28/01 US v. Mohamad Youssef Hammoud et al., which includes the state’s case against the defendants in a scheme to smuggle cigarettes from North Carolina to Michigan in order to fund activities and make purchases for the terrorist group, Hezbollah.





Mohamad Youssef Hammoud is the sole defendant found guilty of providing material support to a terrorist organization. His case is also the only one to predate 11 September 2001. Indicted in 2000 on a litany of money laundering, racketeering, and immigration fraud charges in addition to several counts of providing material support to terrorists, Hammoud was convicted two years later. The jury found him guilty of funneling profits from a cigarette smuggling operation to Lebanon's Hezbollah. In February 2003, Judge Graham Mullen of the Western District of North Carolina sentenced him to 155 years imprisonment. Hammoud appealed to the 4th Circuit which affirmed his sentence.





Most of the other defendants pleaded guilty to other charges and were sentenced to various periods in federal custody and ordered to pay millions of dollars in fines and penalties.





9 In 2003, the FDA issued a contract to New Mexico State University Physical Sciences Laboratory to develop recommendations for the food and pharmaceutical industries for assuring the safety of these products from terrorist attacks. PSL convened a series of meetings around the country to solicit views on this topic from various experts. The groups were composed of representatives from government, the respective industries, and technology providers. Among other things, the final report recounted a number of ways that food and pharmaceutical supply chains could be penetrated by terrorist groups, including diversion. 


10 For a somewhat contrary view, see GlobalOptions, Inc., An Analysis of Terrorist Threats to America’s Medicine Supply, Signature Book Printing, Inc., 2003. This book outlines the threat of terrorists infiltrating the pharmaceutical distribution system, their means of doing so, and includes a discussion of how terrorist groups have already engaged in counterfeiting and diversion. It implies (but does not state explicitly) that terrorists have already targeted this country with bogus drugs as part of diversion schemes and terrorist plots. This has not been conclusively demonstrated to date. 


� In the past few years, counterfeit drugs have become a significant issue in the US market. The number of counterfeit drug cases opened by the FDA each year has grown steadily since 1997. The following figures illustrated the growth of counterfeit drug cases. Counterfeit drug cases opened by FDA per year: 


1997: 9 �1998: 5�1999: 11�2000: 6�2001: 21�2002: 27�2003: 30�2004: 58


Food and Drug Administration, “Combating Counterfeit Drugs: a Report of the Food and Drug Administration, Annual Update,” Rockville, MD: US Department of Health and Human Services, 18 May 2005. Online. Available HTTP: <http://www.fda.gov/oc/initiatives/counterfeit/update2005.html> (accessed 12 October 2005).


� European wholesalers diverted 28 shipments of � HYPERLINK "http://www.hivandhepatitis.com/hiv_and_aids/combivir_1.html" �Combivir�, � HYPERLINK "http://www.hivandhepatitis.com/hiv_and_aids/epivir_1.html" �Epivir�, and � HYPERLINK "http://www.hivandhepatitis.com/hiv_and_aids/trizivir1.html" �Trizivir� from Africa to markets in Germany, the Netherlands, Switzerland, and the United Kingdom between July 2001 and July 2002. The 28 shipments comprised three million doses of the drugs and had an estimated retail value of $18 million; they were intended for distribution in five central African nations. Although only two individuals were arrested in conjunction with the smuggling, officials suspect that a whole chain of businesses and individuals is involved in the fraud. See, for example, The Wall Street Journal, 4 October 2002.


� Red Cross, “Donate Goods.” Online. Available HTTP: <http://www.redcross.org/donate/goods/> (accessed 12 October 2005).


� It is, of course, impossible to quantify the actual practices of terrorists and brokers given publicly available information. Nevertheless, a survey of relevant cases seems to indicate this is true. By contrast, the following example illustrates one case of a more sophisticated operation:





Khalil Saleh, a Paraguayan of Arab origin, registered a business, Saleh Trading Limited, in the Free Zone of Iquique (Chile), contributing $49,000 of the initial $50,000 in capital. Assad Ahmad Barakat contributed $1,000, and a Paraguayan attorney from Iquique, Juan Eduardo Lecaros, contributed the remaining $500. The next day, Barakat Limited was registered with a capital of $20,000, of which Barakat contributed $19,800 and Lecaros the remaining $200. Barakat Limited has not yet initiated operations, but Saleh Trading Limited is an import mercantile business, dealing in various goods from clothes to electronic devices. It is managed by another Lebanese citizen, Arafat Ismail.





A Brazilian resident of Lebanese origin, Bakarat remains a fugitive and is reported to be living in the Brazilian Triple Border city with his Brazilian wife and children. Barakat was considered the top fund-raiser for Hezbollah in the Paraguay, Brazil, and Argentina tri-border area. He is well-regarded by the Hezbollah leadership. In fact, Paraguayan police discovered a letter in which Hassan Nasrallah, the Hezbollah leader, thanked Barakat for his efforts on behalf of children orphaned when their fathers became suicide bombers. 





Barakat arrived as a teenager in Paraguay in 1985, along with his father. Other family members followed, and, according to a news source, "today the Barakat family numbers about 90" in the country, all of them "devout Shi'ite Muslims." Bakarat claims that the accusations against him are due to a rival Lebanese merchant who aims at grabbing Barakat's exclusive rights to distribute a video game made in Hong Kong, and that Paraguayan police are pursuing him for purposes of extortion, with the excuse of seeking terrorists. But according to officials, Bakarat, who operated a farm in the outskirts of Foz de Iguazu, created a "business-screen" in Ciudad del Este. Barakat left his former residence in Paraguay shortly after the Paraguayan authorities commenced operations in Ciudad del Este in December 1999, working with its neighbor cities in a search for suspected anti-Israeli terrorists. Nevertheless, the Paraguayan branch of Interpol said that they suspected Barakat was still in the zone.


� 18 USC 1001, 18 USC 1343, 18 USC 1342, 18 USC 1956.


� For example, the USA PATRIOT Act of 2001 and ancillary laws, 8 USC 1182, 22 USC 2656, 18 USC 2339.


� In July 2003, a Florida grand jury indicted nineteen individuals in a drug diversion and counterfeiting scheme. The first indictment charged Michael Carlow and 17 co-conspirators with various crimes associated with selling to the wholesale market adulterated, relabeled, stolen, illegally imported, and improperly stored prescription drugs. The charges varied by individual and included Racketeering, Conspiracy to Commit Racketeering, Organized Scheme to Defraud, Grand Theft, Sale or Delivery of a Controlled Substance, Possession with Intent to Sell Prescription Drugs, and Purchase or Receipt of a Prescription Drug from Unauthorized Person. Prescription drugs used in these activities include Neupogen,  used for cancer and HIV patients; Gammagard (Gamimune, Iveegam and Panglobulin), used for HIV patients; Epogen (Procrit), used for cancer and AIDS patients; and Lipitor, used to lower blood cholesterol. 


The other 17 who were indicted in these activities are Candace Carlow, Thomas Atkins, Jr., Marilyn Atkins, Henry Garcia, Fabian Diaz, Joel De La Osa, David Ebanks, Jose L. Benitez, Dariel Tabares, Michael Burman, Lazaro Vilarchao, Ivan Vilarchao, Joseph Villanueva, Arturo Godinez, Tom Martino, Julio CesarCruz, and Gisela Gonzalez.





The second indictment charged Jose Grillo with one count of an unauthorized scheme to defraud and 18 felony counts involving the unauthorized receipt or sale of prescription drugs. Grillo allegedly relabeled the drug Epogen (Procrit), used to treat seriously ill cancer and AIDS patients, to indicate a strength 20 times stronger than actuality, thereby selling it for a higher price.





These individuals received penalties ranging from 5 to 30 years in prison for each count. The gains from their activities are estimated to be in the tens of millions of dollars.





Florida Department of Law Enforcement Press Release, 21 July 2003. Online. Available HTTP: <http://www.fdle.state.fl.us/press_releases/expired/2003/20030721_Adulterated_Drugs.html> (accessed 12 October 2005).


� For example, in March of 1998, the US Government indicted Duty Free Selva and its principal, Orna Vainstein, for diverting Nestle products. Nestle had falsely claimed about 681,000 lbs (299,824 kg) of sugar credits. The scam was phony orders allegedly for military PXs in South America. Other persons and entities indicted were Fernando Nissenbaum and his company, Compania Argentina de Productos de Beliza, and William J. Coleman, Jr. and his company Coleary Transport. United States v. William J. Coleman and Orna Vainstein, Criminal No. 98-71 (SMO), filed 1998.














Footnote for renumbered footnote 9[This needs to be corrected]





For example, United Trading Co. and Unity Wholesale Co., headquartered in Lexington, Kentucky, are owned and operated by Mohammed Said Shalash and his sons, Tareq and Ziyan Shalas, a Jordanian family with ties to the Middle East. On September 6, 2002, the Shalash brothers were found guilty on twenty counts of racketeering, money laundering, interstate transportation of stolen property, and conspiracy. Mohammed Said Shalash fled the U.S. in the Spring of 2001 and reportedly died in Palestine on November 7, 2001.Unity Wholesale Co. bought and sold goods acquired from major cargo thefts and professional shoplifter rings. Stolen products arrived the Shalash distribution center in Lexington, Kentucky, from at least 16 states, including California, New Mexico, Texas, Arizona, Tennessee, Ohio, Indiana, Michigan, and Kentucky.Informants testified that the Shalash family bought stolen trailer loads of Motrin, Tide, Huggies diapers, Enfamil infant formula, Kellogg cereal, Gillette razors, Noxema, Nyquil, and other products, including Viagra and various toiletries. Professional shoplifters supplied the Shalash organization with health and beauty care products, vitamins, films, batteries, CDs, and other merchandise. 


United Trading Co./Unity Wholesale Co. reported sales of $41 million in 2001. The FBI, law enforcement from several states, and a number of local law enforcement agencies, aided by victim manufacturer and retailer security executives, spent more than two years investigating the case. The Shalash brothers were sentenced to six years in prison on December 6, 2002. See Lexington Courier-Journal 09/02/2002 “Prosecution nears final arguments in theft-ring case Lexington brothers accused of running fencing operation”
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